Improving Security for Multinationals
Operating in Colombia
ENODO Global Use Case: Stakeholder Assessment and
Risk-Mitigation Strategy in Colombia

Problem:
The nexus of threats between Colombia’s local indigenous populations, environmental groups,
non-government organizations, political activists and criminal networks presents significant
challenges for multinational corporations. Compounding these threats are coordinated
asymmetric attacks and pressures on multinational extractive companies and other highly visible
foreign investors from local, national, regional and international entities. Many of these various
stakeholders are intent to coerce the Santos administration, shape social discord and provoke
unrest with local communities to disrupt companies’ operations. If their motivations are not well
understood and not addressed, such stakeholders have the potential to undermine companies’
current and prospective activities and disrupt their operations.

Solution:
Safeguarding Companies’ investments, creating secure operating environments, and establishing
conditions for the a Company’s growth in Colombia requires: (1) an analytical, population-centric
understanding of the complex sociocultural and geopolitical conditions at the local, regional,
national and international levels; and informed by this understanding (2) the design and
implementation of a tailored, community-based strategic action plan.
The first step—safeguarding companies’ investment—requires, robust information collection,
detailed social network analysis and most importantly, reliable on-the-ground human networks
to satisfy a company’s information needs. However, information collection and in-depth
understanding alone will not be sufficient to counter the nexus of threats or enlist the support of
allies necessary to mitigate potential security and other risks faced by companies operating in
Colombia.
The second step—creating a secure operating environment—is to adopt an enduring communitybased approach to stability designed around concrete, effective inititiatives derived from a
systemic stakeholder engagement and risk-mitigation strategy. This requires a Company’s
influence and utility with local communities to be greater than that of the various stakeholders,
which compete to influence and control them. Only the combination of both steps can reduce
existing social tensions and mitigate potential threats faced by companys within Colombia’s
dynamic, complex social environments.

Recommendation:
ENODO Global recommends that companies undertake a population-centric, bottom-up program
to create stakeholder relationships with local communities and mitigate the influence of harmful
stakeholders. Such a program would integrate data collection and analysis techniques, persistent
engagement initiatives, and a strategic action plan into a company’s corporate social
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responsibility, public relations and security structures to inform and enhance existing efforts and
maximize potential positive outcomes.

Program Design:
ENODO Global’s program is divided into three distinct phases (projects) that build upon one
another to shape the security environment for companies in Colombia:
Phase I consists of information collection and social network analysis to answer a company’s
specific information needs. A detailed analysis that contains actionable intelligence is produced
to understand stakeholders and their inter-relationships.
Phase II applies ENODO’s advanced population-centric methodology to intelligence analysis from
Phase I to inform the design of a tailored strategic action plan, whose blueprint outlines concrete
initiatives to be undertaken by companies in Colombia and do so in a way that does not raise
other risks, e.g. corruption/FCPA.
Phase III focuses on the execution and independent performance monitoring of the components
of the strategic blueprint produced in Phase II throughout the lifecycle of the project.

Phase I: Information Collection & Network Analysis
Phase I focuses on information collection and social network analysis to answer a company’s
information needs. ENODO’s approach to collection and analysis is unique. We use proprietary
software tools to ingest large data sets from social media (e.g., Facebook, Twitter, and YouTube)
and open sources (e.g., local media, news print and academic journals). We also leverage local
and regional subject matter experts and have active human sources on-the-ground that provide
unique insights and answer specific information requests. These are married with insights from
a comparative global perspective on similar issues in Latin America and in other emerging
markets.
Collection activities directed toward targeted individuals and communities are used to uncover
social tensions and identify basic needs. Such an assessment is used to determine presence,
activity and influence in the Magdalena Valley. Social network analysis examines the linkages
between various stakeholders and communities to identify opportunities for exploitation. When
collated and analyzed, they produce a comprehensive understanding of the environment and
enable discovery of strategically important insights. Examples of ENODO’s initial collection
activities and analysis are found in the Use Case demonstration in Appendix B.
Phase I collection and analysis focuses on a variety of stakeholders—both pro and con—including
non-state actors, NGO’s, regional and international entities, local associations and armed
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insurgent groups—that can have the most significant impact on companies’ activities and their
operations.
 Associations - There are approximately 60 campesinos (rural farmer groups) across
Colombia. These groups often band together to protect their lands and are sometimes
connected to criminal groups. The principal campesino group in Middle Magdalena is
the Campesino Association of the Cimitarra River Valley, which is one of the most
powerful rural associations in Colombia.
 Criminal Groups Operating in Colombia - Colombia’s major criminal and insurgent groups
are known as Bacrims, Bandas Criminales or Narcos. There are over 50 active paramilitary
groups that are involved in drug-trafficking and extortion, and have recently expanded
their influence into illegal mining. The Revolutionary Armed Forces of Colombia (FARC),
National Liberation Army (ELN), Popular Revolutionary Anti-Terrorist Army of Colombia
(ERPAC), Urabeños, Rastrojos, Oficina de Envigado and Aguilas Negras are the most
commonly known groups. However, many small groups with origins from major drug
cartels (Cali and Medellin) operate autonomously and control large swaths of the country.
The Colombian government regards these groups as the new enemy and the biggest
threat to security.
 Labor Unions - Colombian trade unions are typically responsible for organizing protests,
demonstrations, strikes and creating social unrest. The largest labor union in Colombia is
the Unión Sindical Obrera (USO), which is active in the Magdalena Valley.
 Non-Governmental Organizations (NGOs) - ENODO’s initial investigation identified the
Middle Magdalena Nation (southeast) led by Francisco Campos, the Network for
Environmental Justice in Colombia that petitions against fracking, and the International
NGO Justice for Colombia as the primary NGO’s with whom to initially dialog.
 Academic Institutions - The majority of Colombia’s universities (Los Andes, Javeriana and
Colombia’s National Union School) and think tanks (Pensamiento y Acción Social) are left
wing and have programs that include social communication, social justice, and
environmental activism. They are heavily influenced and sometimes led by members of
associations, NGOs and labor unions.
 Regional Groups within Latin America - Venezuela, Ecuador and Bolivia, in that order, are
the key regional governments that support Colombia’s criminal and insurgent networks.
In Venezuela, Hugo Chávez created the Movimiento Continental Bolivariano (MCB),
movement, which is an umbrella group of regional NGOs and activists funded by the
FARC. The MCB is connected to groups in both Ecuador and Bolivia that help fund the
work in Colombia and are connected to armed insurgent groups.
 International The major multilateral development organizations in Colombia include
USAID, CIDA (Canada), IADB, The World Bank, the IMF, and Arbeitsgruppe SchweizKolumbien (Switzerland-Colombia Work-Group). Their objectives are generally wellintentioned and many of these can serve as allies. However, in others, bureaucratic
processes occasionally obscure positive outcomes, and they often fund the very groups
that are working against legitimate businesses and enterprise.
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ENODO’s approach to information collection and social network analysis enables companies to
gain an in-depth understanding of the current environment and stakeholders’ influence and
activities. Our intelligence analysis will reveal both potential opportunities to shape stakeholders’
behaviors as well as information gaps that need to be realized in order to:
 Identify individuals and political groups that counter political activists who oppose
extractive industry practices.
 Uncover the true grievances and basic needs of local indigenous groups and campesinos
in locations where companies operate.
 Identify the influence of criminal groups in locations where the company operates.
 Counter the negative influence of the Venezuelan, Ecuadorian and Bolivian
Governments as they relate to multinational corporations’ activities.

Phase II: Application of Data: Design of Operating Platform
Phase II integrates intelligence analysis produced in Phase I into ENODO’s unique SA3 operating
platform. The operating platform uses ENODO’s Social AlignmentTM framework and populationcentric methodology to uncover the ontology, world views, and narratives that determine
behaviors of a specific target group. The analysis is verified through direct on-the-ground
engagements and information obtained from active human networks. When combined with
global comparative insights and lessons of what has worked (and not worked) in similar market
settings, the operating platform is used to directly inform the creation of a strategic action plan.
The action plan would indicate specific engagement and risk-mitigation measures that include
accurate community assessments, culturally attuned engagement strategies, tailored
development initiatives that address communities’ basic needs, and a strategic communications
strategy that create powerful narratives. When implemented, the plan would help shape public
sentiment and counter stakeholders’ detrimental activities and influence.

Phase III: Implementation and Monitoring
In Phase III, ENODO would work with companies’ designated personnel and allied stakeholders
to implement the programs and strategies developed in Phase II. ENODO would provide 3rd party
monitoring of all activities to ensure the strategies and projects are implemented correctly,
achieve their intended objectives and are in compliance with the law. Immediate, direct linkages
with targeted communities are established through high impact, cost effective development
projects that satisfy community needs and deliver long-term utility. Persistent engagement
activities reinforce development efforts and narratives to strengthen community relations
activities and deliver long-term stability. A tailored strategic communications plan disseminates
messages through targeted narratives to communities, NGO’s, and local, regional and national
actors to link bottom-up and top-down initiatives. The communications plan also disseminates
targeted narratives to counter messaging from individuals, groups and organizations that oppose
a company’s interests and objectives.
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Conclusion:
Reliance on traditional information sources to collect and analyze data will not safeguard a
company’s operations from social unrest. Colombia’s complex social environments require new
techniques to create stable operating environments in its dynamic social, cultural, and political
conditions. ENODO’s population-centric approach is designed to help companies understand,
interact and counter Colombia’s stakeholders and guide it through the complex social
environments. By adopting a long-term, population-centric security strategy, a company can:
 Shape the existing and future security environments in areas where it operates,
 Create direct linkages amongst itself, the communities and various stakeholders where it
operates,
 Establish and maintain positive stakeholder relations with individuals and communities,
 Create local information networks that provide timely, accurate information and threat
indications and warnings,
 Reduce the negative impacts of community-based conflicts and the occurrence of
production delays and stoppages,
 Create social barriers that insulate a company from negative stakeholder activities, and
 Safeguard companies’ investments and reputational risk.
For additional information or questions, please contact Mr. James Sisco, president of ENODO
Global at jim@enodoglobal.com or 571-218-0956.
ENODO Global, Inc. is a risk advisory firm that utilizes a population-centric approach to
understand complex social dynamics, forecast and mitigate community-based risks, and develop
engagement strategies that establish stakeholder relationships with individuals and
communities. The origins of ENODO’s population-centric operating platform derive from
sophisticated U.S. Intelligence Community practices and techniques and predictive analysis
methods used to mitigate community risks associated with military operations, humanitarian
assistance efforts, and economic development activities. ENODO’s methodology has been in
development for over a decade and was tested and proven effective in combat operations in
Afghanistan and civil society actions across the globe.

Limited Electronic Distribution Rights
This electronic representation of ENODO intellectual property is provided for noncommercial
use only. Unauthorized posting of ENODO electronic documents to a non-ENODO website is
prohibited. ENODO electronic documents are protected under copyright law. Permission is
required from ENODO to reproduce, or reuse in another form, any of our research documents
for commercial use. ENODO Global, Inc. retains all rights to the information contained in this
document and assumes no liability or fault for any material contained in this document, or
derived from its subsequent use, whether directly attributed, implied, or inferred by any users
of this submission.
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Appendix B: ENODO Use Case
ENODO’s Use Case employed three distinctly unique, sophisticated collection and analysis
platforms to demonstrate how ENODO’s Phase I approach would be applied in a real-world
project. For the purpose of this demonstration, specific types of information were chosen for
collection, which does not represent the overall capability of the individual platforms. ENODO’s
project would utilize the full-range of the platform’s collection and analysis capabilities to provide
the best intelligence and analysis possible. Moreover, ENODO’s analysis and recommendations
are validated by subject matter experts and active human sources on-the-ground to ensure a
company’s information needs are answered and our development initiatives, engagement
strategies and communications plans are realistic and achievable.

Platform 1.
The first platform explored numerous accounts across various social media to acquire an
understanding and identify potential threat actors within a specific stakeholder in the Magdalena
River Valley. The initial exploration identified a key component of these stakeholders’
communications—the constant utilization of social media to communicate, specifically Twitter.
Collection activities were focused against real-time monitoring of individual Twitter accounts,
which enabled the identification of FARC members and their communications. Collection on ten
individual FARC accounts began on May 1, 2015 and ran through May 19, 2015. Continuous
monitoring of the individual accounts provided valuable threat information and helped to
determine the relationships within their network.

Figure 1 is a screen capture of an individual (FARC-EP) Twitter account (@FARC EPaz) that was monitored
in Spanish and translated instantaneously. The platform enables for continuous monitoring and provides
instant updates on targets of interest and their communications.

ENODO Global, Inc. Alexandria, VA 571.218.0956
www.enodoglobal.com

Figure 2 illustrates the platform’s ability to monitor and Geo-track/fence individuals or groups based upon
social media postings. When applied to a company’s operations in the Magdalena River Valley, it creates
a virtual security zone that identifies when individuals enter within a certain distance and can serve as
early warning to a potential event.

Platform 2.
The next platform focused its multiple-source information collection against the Magdalena
Basin region. Persistent monitoring of labor unions, NGO’s and energy industry opposition
groups’ activities through local media, blogs, and social media occurred from January – May 2015.
The platform tracked specific individuals, groups and events over time to develop a baseline
analysis and to identify patterns and trends. Analysis of anomalies against the baseline
assessment enabled analysts to focus collection activities against key individuals and groups. By
refining their collection, analysts were able to classify opposition group’s activities by event and
type. Doing so enabled analysts to develop an in-depth understanding of the environment,
identify threat actors and monitor their activities. Information from platform 1 can be loaded into
platform 2 to significantly increase collection and analysis capabilities—all done near real-time.
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Figure 3 is a Situational Report developed specifically for this Use Case that delivers an assessment of
energy industry opposition groups in the Magdalena Basin. Moreover, it illustrates how key individuals
and groups are tracked by event type over time to provide a clear intelligence picture.

ENODO Global, Inc. Alexandria, VA 571.218.0956
www.enodoglobal.com

Figure 4 demonstrates how persistent monitoring was applied against NGOs and Trade Unions in the
Magdalena Basin.
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Platform 3.
The final platform data mines large volumes of information across global news and public sources
to identify linkages and to discover strategically important insights. For this use case, the platform
accessed nearly 10,000 sources from December to June 2015 related to social basic needs,
environmental and terrorist related issues in Colombia.

Figure 5 depicts customized link analysis, which enabled analysts to identify and understand the relationships
between communities and water projects in the Magdalena River Valley. Analysis revealed local government
corruption for funding water projects. The discovery, informs the design of water development projects to meet
community basic needs and facilitates engagement strategies that can have a positive impact on communities and
create linkages with the local government.

Figure 6 depicts an information map that identifies links (relationships) between interest groups and government or
commercial projects, which targets groups impacting specific initiatives. For example, connections between FARC,
Ecopetrol and guerrilla activities, revealed how recent terrorist attacks on rural pipelines threaten to stall the peace
process.
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